
Prof. Dr. Stephanie Evert AnGer project team
Korpus- und Computerlinguistik 
Friedrich-Alexander-Universität Erlangen-Nürnberg

Deep text anonymisation
for German legal documents



8 October 2024Chair of Computational Corpus Linguistics • Friedrich-Alexander-Universität Erlangen-Nürnberg • www.linguistik.fau.de 2

Legal obligation of courts to publish (all) verdicts

Total volume: ca. 1.5 million verdicts / year

Fundamental right to informational self-determination
➞ verdicts need to be anonymised for publication

Current situation: < 3% of verdicts are published,
mostly from high courts and higher regional courts

- because manual anonymisation is too expensive

First-instance decisions are underrepresented

- i.e. those discussing the facts of a case

- which would be most useful data for legal tech

Publication of German court decisions

Decision

…
Statement of the claimant
Statement of the defense

Complaint

district courts

regional courts
high courts
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Relevant legal norms:

- fundamental right to informational self-
determination (from Art. 2 Abs. 1 GG)

- GDPR focused on protection of natural persons 
and their individual rights, legal persons are not 
included (recital 14 second sentence GDPR)

- § 30 AO (German Fiscal Code)

- §§ 203 ff StGB (German Criminal Code), …

➞ successful anonymisation must ensure that
re-identification would require unreasonable 
effort (wrt. time, cost, technology)
- OLG Karlsruhe vom 22.12.2020, 6 VA 24/20

- VGH Baden-Württemberg vom 23.7.2010, 1 S 501/10

Personally identifying information (PII)

- name (natural and legal persons) 

- address, telephone number, license plate, …

- date of birth & other key dates

Pseudo-identifiers

- profession details

- academic titles

- health data

- information about local environment

- unique features (e.g. only red house in village)

➞ de-anonymisation by cross-referencing

What needs to be anonymised?
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1. Manual anonymisation

- supported by text editor plugins (“office tech”)

2. Semi-automatic anonymisation

- manual validation of computer-generated 
suggestions ➞ work around AI act regulations

- self-learning AI improves suggestions over time

3. Fully automatic anonymisation

- only approach that scales to 1.5M verdicts / year

- existing solutions based on named entity 
recognition (NER) ➞ ignore pseudo-identifiers

Some existing tools

- A-Tool (BALO.AI)
- MS Word plugin used by courts in Switzerland

- OpenRedact (BMBF Prototype Fund)
- semi-automatic open-source tool with adapted NER

- HILANO (BMBF kmu-Innovativ)
- self-learning AI with human-in-the-loop approach

- JANO (IBM for Hessen & Baden-Württemberg)
- semi-automatic: suggestions for manual anonymisation

- Text Anonymization Benchmark (TAB)
- gold standard: EGMR verdicts with semi-automatic annotation

- EU-funded research project MAPA
- fully automatic anonymisation based on NER technology

Computer-assisted anonymisation

https://www.balo.ai/a-tool
https://openredact.org/
https://www.hilano.de/
https://hessen.de/presse/pressearchiv/baden-wuerttemberg-und-hessen-starten-gemeinsames-ki-projekt
https://doi.org/10.1162/coli_a_00458
https://mapa-project.eu/
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MAPA demonstrator (2021)

https://mapa-demo.pangeamt.com/mapa/1.0/anonymization/model_showcase

Measuring anonymisation quality (or lack thereof)

true positive (TP) false positive (FP)

partial match

false negative (FN)

𝑹 =
TP

TP + FN
𝑷 =

TP
TP + FP

https://mapa-demo.pangeamt.com/mapa/1.0/anonymization/model_showcase
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EU AI act ➞ automatic anonymisation must be 
provably fit for purpose, accurate, robust, …
- Adrian/Evert/Heinrich/Keuchen (2024). In Proceedings of 

IRIS 2024. LexisNexis Best Paper Award. 

Highest demands on reliability of systems:

- 95% accuracy sounds great in NLP and AI, but 
doesn't scale: 5% errors ➞ 75,000 leaks / year
- often measured via per-token accuracy: system is rewarded 

for recognising many words that don't have to be masked

- consequence: need > 99% recall for PII
- key reason why no fully automatic systems are available yet

- relaxed demands on pseudo-identifiers
- depending on their selectivity & cross-referencing

Gold standard needed
- for training machine learning algorithms (deep learning)

- for evaluation ➞ proven reliability

Extremely high quality demands on gold standard
- can't test > 99% recall if gold standard itself is only 97% 

correct (which is common in NLP, probably lower for TAB)

- we need a virtually error-free gold standard

- empirical model with
mathematical extra-
polation ➞ need 5-6
annotators for all texts
(Heinrich et al. 2021)

Highest quality is required
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LeAK

- funded 2020–2023 by BayStMJ 

- team: Nathan Dykes, Philipp Heinrich, Michael 
Keuchen, Thomas Proisl + student annotators

Goals

- feasibility study on fully automatic 
anonymisation of court decisions

- focused on district courts (AG)
and two legal domains (tenancy, traffic)

- exploration of masking techniques and 
empirical analysis of de-anonymisation risk

AnGer

- funded 2023–2025 by BMBF/NextGenerationEU

- team: Bao Minh Doan Dang, Philipp Heinrich, 
Michael Keuchen, Mahdi Mantash, Melanie Rosa, 
Naveed Unjum, Julian Werner, Leonardo Zilio + 
many student annotators

Goals

- research towards application-ready prototype 
based on fine-tuning of pre-trained LLM

- across courts at all levels and many legal domains

- domain-adaptation, data augmentation, etc.

- comprehensive de-anonymisation experiments

Our research projects
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- manual annotation of sensitive text spans and 
their information category

- based on detailed annotation guidelines 

- 4 independent annotators + 2 adjudicators

- realistic pseudonymisation enables experiments 
outside protected environment (e.g. HPC)

- based on detailed pseudonymisation guidelines

Here: two gold standards

- district courts (AG): tenancy & traffic law
570 decisions, ca. 1M tokens

- higher regional court (OLG): 11 legal domains
362 decisions, ca. 1M tokens

Gold standards



Is fully automatic anonymisation possible?
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LeAK project (2021)

   
 

23 
 

 Alle Textstellen Recall nach Risiko 
System Precision Recall F1 hoch mittel niedrig 
Standard-NER (Flair) 0.14 0.12 0.13 0.39 0.31 0.01 
Legal-NER (Flair) 0.26 0.16 0.19 0.42 0.28 0.05 
OpenRedact 0.49 0.81 0.61 0.87 0.82 0.78 
OpenNLP 0.88 0.80 0.84 0.85 0.45 0.83 
Riedl & Padó 0.80 0.83 0.82 0.90 0.52 0.85 
Fine-tuned GottBERT 0.80 0.90 0.84 0.96 0.80 0.89 

Tabelle 5: Evaluation der korrekten Erkennung von Textstellen (Testset: pseudonymisierte Ur-
teile zum Mietrecht) 

 Alle Textstellen Nach Risiko 
System Precision Recall F1 hoch mittel niedrig 
Standard-NER (Flair) 0.64 0.27 0.38 0.60 0.61 0.09 
Legal-NER (Flair) 0.43 0.36 0.39 0.69 0.57 0.20 
OpenNLP 0.95 0.90 0.93 0.94 0.68 0.92 
Riedl & Padó 0.91 0.94 0.93 0.96 0.76 0.96 
Fine-tuned GottBERT 0.90 0.98 0.94 0.99 0.93 0.98 

Tabelle 6: Evaluation auf Tokenebene (Testset: pseudonymisierte Urteile zum Mietrecht) 

Zur Diskussion der Evaluationsergebnisse konzentrieren wir uns auf Tabelle 5 und den wichti-
gen Recall-Wert. NLP-Standardwerkzeuge zur Eigennamenerkennung (NER) erreichten ledig-
lich einen völlig unzureichenden Recall von 12%–16%.25 Erst OpenRedact mit seinen gezielten 
Anpassungen erreichte einen Recall von 81%, allerdings bei für praktische Zwecke noch deut-
lich zu niedriger Precision. Eine ausgewogenere Performance lieferten erst speziell auf unserem 
Goldstandard trainierte Modelle. Ein klassischer CRF-Tagger (OpenNLP) erreichte 80% Re-
call, eine neueres Deep-Learning-Verfahren (Riedl & Padó) sogar 83%. Mit Abstand die besten 
Ergebnisse erzielte jedoch das Fine-Tuning des vortrainierten neuronalen Sprachmodells Gott-
BERT mit 90% Recall. 

Dieser hohe Recall wurde allerdings durch Abstriche bei der Precision erkauft, die lediglich 
80% beträgt. Das CRF-Modell (OpenNLP) wählte hier eine andere Balance mit 88% Precision, 
so dass beide Ansätze insgesamt die gleiche F-Score von 84% erzielten. Da für die Zwecke des 
Projekts aber Recall eine wesentlich wichtigere Rolle spielt, wurde das GottBERT-Modell als 
guter Ausgangspunkt für weitere Optimierungen in der zweiten Projektphase gewählt. Für die 
Interpretation der Precision-Werte kann auch Tabelle 6 herangezogen werden. Sie zeigt, dass 
z.B. bei einer vollautomatischen Schwärzung durch das GottBERT-Modell nur etwa 10% der 
geschwärzten Token unnötigerweise anonymisiert wurden, was für viele Anwendungsszenarien 
durchaus noch vertretbar sein dürfte. 

Die Evaluation wurde hier für alle zu anonymisierenden Textstellen durchgeführt, unabhängig 
vom jeweiligen Risikoniveau. Insbesondere sonstige identifizierende Merkmale mit niedrigem 
Deanonymisierungsrisiko stellen aber oft subjektive Entscheidungen dar, bei der auch mensch-
liche Annotator:innen häufig nicht genau übereinstimmen. Berücksichtigt man nur Textstellen 
mit hohem Risikoniveau, so erreicht das GottBERT-Modell sogar 96% Recall, d.h. lediglich 

 
25 Die Evaluation auf Tokenebene in Tabelle 6 zeigt, dass es sich dabei nicht primär um kleinere Unterschiede 
bzgl. der Start- und Endpositionen von Textstellen handelt: Das NER-System Flair erkennt auch in dieser Evalu-
ation lediglich 27%–36% aller zu anonymisierenden Token. 

NER

ML

LLM

PII



Results: AG (district courts)
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model trained & evaluated on AG gold standard

Legal domain Precision Recall Recall (PII)

tenancy law 97.04% 96.05% 98.90%

traffic law 97.41% 97.38% 99.11%

complete gold standard 97.25% 96.79% 99.03%

three 
years later

§ XLM-RoBERTa Large (Conneau et al. 2019) with 500M parameters pre-trained on 2.5TB of Web data
§ fine-tuned for span classification (BIO tagset) on specified gold standard (50% train) ~ 10 epochs
§ learning rate optimised via grid search (25% dev)
§ multi-task prediction of span + information category + risk evaluated on specified gold standard (25% test)



Results: AG by information category
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correct recognition of span + information category (simplified)

Information category Precision Recall Support

person name 99.54% 99.15% 1535

address 98.00% 98.21% 1232

license plate 98.46% 100.0% 64

name of company 94.58% 92.20% 205

pseudo-identifier 71.55% 65.43% 486

date 99.26% 99.00% 1894

court reference 98.72% 99.48% 1160

PII (person, address, license) 98.84% 98.76% 2831

high risk
(PII)

medium risk

low risk
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35 FN in high-risk categories (R=98.76%)

Many “harmless” cases where a span was split or 
matched incompletely:

- … Vertreterin [[Dipl.-Psychologin]company

[Hummel Beatrix]person], Bergstraße 91 …

- … auf der Kreuzung [[Forststraße]] / 
[[Falckensteinstraße] in [Hinterschmiding]] …

Some unusual place or person names:

- … auf der Kreisstraße [BGL 3] in Saaldorf …

- … auf Höhe der Hausnummer [[9]pseudo] …

- …  mit dem von der Zeugin [Weise] geführten 
Pkw kollidiert … (7x in one verdict)

16 FN for legal entities (companies etc.) in AG, 
but many more in OLG (84 FN, R=80.33%)

Some “harmless” splits and partial matches:

- …  [[Wohnungseigentümergemeinschaft]company

[Jaffestraße 19 , 84332 Hebertsfelden]address]

- … die [Fachwerkstatt [Ateteci]company] …

Problematic legal entities in OLG gold standard:

- acronyms (KISS, BMVI, BaFin, FVP, …) not 
recognised, but also Kraftfahrt-Bundesamt

- companies mislabelled as intangible assets: 
Niedersachsenwagen, enterteinmentmusic.fm, 
Picture4You, TVPlus (many cases in same text)

- embarrassing: Bundesamt für Justiz (person)

What went wrong? – error analysis



Evaluation on OLG (higher regional court)
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different text type + wider range of legal domains

Legal domain Precision Recall Recall (PII)

Allgemeine Zivilsachen 90.32% 88.91% 98.89%

Bankensachen 94.24% 91.11% 98.70%

Bausachen 90.34% 96.14% 95.71%

Beschwerdeverfahren 86.49% 95.41% 100.0%

Beschwerden (Straf-/Bußgeld) 85.34% 96.81% 95.68%

Familiensachen 85.31% 89.38% 92.81%

Handelssachen 94.57% 95.63% 99.13%

Immaterialgüter 83.86% 81.97% 91.74%

Kostensachen 85.23% 91.84% 100.0%

Schiedssachen 88.31% 85.27% 100.0%

Verkehrsunfallsachen 87.48% 92.74% 98.72%

complete gold standard 88.99% 90.54% 96.98%



Domain adaptation: OLG (higher regional court)
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adapted model fine-tuned with OLG training data (50%)

Legal domain Precision Recall OLG-adapted Recall (PII) OLG-adapted

Allgemeine Zivilsachen 90.32% 88.91% 91.87% 98.89% 99.72%

Bankensachen 94.24% 91.11% 94.61% 98.70% 98.70%

Bausachen 90.34% 96.14% 97.43% 95.71% 98.16%

Beschwerdeverfahren 86.49% 95.41% 97.25% 100.0% 100.0%

Beschwerden (Straf-/Bußgeld) 85.34% 96.81% 97.34% 95.68% 95.68%

Familiensachen 85.31% 89.38% 91.44% 92.81% 92.16%

Handelssachen 94.57% 95.63% 98.19% 99.13% 100.0%

Immaterialgüter 83.86% 81.97% 89.04% 91.74% 93.91%

Kostensachen 85.23% 91.84% 97.96% 100.0% 100.0%

Schiedssachen 88.31% 85.27% 91.43% 100.0% 96.10%

Verkehrsunfallsachen 87.48% 92.74% 97.52% 98.72% 100.0%

complete gold standard 88.99% 90.54% 94.08% 96.98% 97.69%



How much training data do we need?
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learning curves on AG gold standard (using seqeval measures)

GottBERT XLM-R
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learning curves on OLG gold standard (using seqeval measures)

GottBERT XLM-R
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Does data augmentation help?
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NB: evaluated on different version of OLG gold standard

Train Test LLM Augmentation Precision Recall Recall (PII)

AG AG GottBERT — 97.25% 96.81% 99.03%

AG AG GottBERT swap span tokens 97.05% 96.46% 99.07%

AG AG GottBERT delete context tokens 97.11% 96.27% 98.98%

AG AG GottBERT replace tokens by cat 97.17% 96.50% 99.12%

AG AG GottBERT replace spans by cat 97.19% 96.47% 99.07%

AG OLG GottBERT — 87.14% 91.01% 95.73%

AG OLG GottBERT swap span tokens 85.90% 89.13% 95.78%

AG OLG GottBERT delete context tokens 85.24% 91.02% 94.93%

AG OLG GottBERT replace tokens by cat. 86.04% 91.38% 96.03%

AG OLG GottBERT replace spans by cat. 86.74% 90.42% 95.98%

§ improve robustness with simple rule-based data augmentation strategies (no domain adaptation)
§ based on Wei & Zou (2019) and Dai & Adel (2020)



Results: OLG-adapted model on AG verdicts
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does domain adaptation diminish quality on original data?

Legal domain Precision Recall Recall (PII)

tenancy law 97.04% 96.05% 98.90%

traffic law 97.41% 97.38% 99.11%

complete gold standard 97.25% 96.79% 99.03%

Legal domain Precision Recall Recall (PII) OLG-adapted

tenancy law 97.04% 96.05% 98.90% 99.23%

traffic law 97.41% 97.38% 99.11% 99.34%

complete gold standard 97.25% 96.79% 99.03% 99.29%
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- Automatic anonymisation of German court decisions is a solved task
- key is to train on narrow domain with large, high-quality gold standard

- very good results can already be obtained with monolingual GottBERT (125M parameters)

- But limited robustness of highly specialised models 
- models also work for some other legal domains and court types (at least for PII)

- but recall often not good enough for fully automatic anonymisation

- Adaptation with in-domain training data seems necessary
- substantial amounts of training data needed for pseudo-identifiers, faster learning curves for PII

- little benefits from simple data augmentation approaches (➞ robustness)

- Domain adaptation also beyond legal documents?

Conclusions
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Beyond legal documents

German online news German Telegram

Performance of AnGer 2023 without domain adaptation



Thanks for listening!
My question: How can we assess de-anonymisation risk?

https://www.linguistik.phil.fau.de/projects/leak-anger/


